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In addition to restoring network
connectivity, the logged and stored
management data enable IT and
service providers to establish root
cause that required the reboot so it
can be avoided in the future, or es-
tablished as a routine device issue
that the SRM appliance is authorized
to address automatically.

Unexpected downtime is always a
possibility during software upgrades
of network hardware. In some cases,
the devices fail to boot after a new
software load, thereby requiring a
reliable and secure way to back-
track. In these cases, the SRM ap-
pliance needs to be able to restore
the last-known-good-configura-
tion automatically. The local control

logs can then be examined once the
network has been restored to un-
derstand what caused the network
aberration.

Management actions and associated
logging data exchanged between the
NOC and the remote sites should

be safeguarded. Designing a remote
management platform with a robust
AAA (authentication, authorization,
and audit) security model, combined
with the physical properties of a
specific purpose appliance, ensures
the protection of the systems and
network devices and the network it-
self. This way, all actions are logged
and stored locally, giving visibility
to all management actions to these
devices.






